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 Chief Executive Officer and Co-Founder of Signal Corporation 

Limited, a New Zealand based organization that designs, develops and 

maintains the Signal online application. 

 Signal is a Software as a Service application that enables organisations 

to discover relevant information from a variety of sources including 

social media, public internet sites, the Dark and Deep web. 

 Signal customers include Fortune 500 Corporations (U.S), Australia/New 

Zealand Companies, Emergency Management and Public Safety 

Agencies 

 Prior to Signal Corporation, Wayne was co-founder of Intergen, a multi 

award winning New Zealand based systems integrator.  

Wayne 

Forgesson 



Intelligence gathering solution 

for organisations with distributed workforces,  

regulatory compliance requirements  

and that care about employee safety, cyber security 

and intellectual property. 

Signal 
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Playing your part in 

Cyber – Physical 

convergence 
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Physical Security: What’s changing 

 Access 

 Credentials 

 Building security 

 Safety 

 Employee Safety 

 Executive security 

 Physical 

 Environment 

 Company locations 

   

                                  – electronic/online 

                                  – video/online 

   

                                  – social/personal data 

                                  – online threats/attacks 

   

                                  –  information at the speed of data 

                                  – virtual/work from home 
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Cyber Security: What’s changing 

 Defence 

 Local and Wide area networks 

 Internet connections 

 Data protection 

 Detection 

 Intrusion detection 

 Identity and access management 

 Anti-virus/malware 

   

                                                       – BYOD 

                                                       – Café’s/remote workers 

                                                       – collaboration 

   

                                                       – advanced warnings 

                                                       – published online 

                                                       – personal devices 
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Rapid pace of change:  Internet Connected devices 

Internet device connections (in billions) 

2015 

 

13.9 

2017 

 

16.4 

2019 

 

19.4 

2023 

 

27.9 
 

2021 

 

23.2 

Source – IOT-analytics.com 2018  
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Rapid pace of change:  Attack footprint is increasing 

 If ‘Everything is a Computer’ 

 Everything is a target 

 “Data is the new oil” – The Economist  

 The worlds most valuable resource is now data 
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Cyber :  Gestation  

 Medium time to detect cyber breaches 
146 days 
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Cyber :  Example – Capital One 

 Hack published 21 April 

 Hacker boasted online social media & forums 

 Capital One alerted 17 July by GitHub user 

 106 Million individuals impacted including social 

security numbers  

 Estimated cost $150 million USD 

87 days 

 Previous Capital One breaches; 

 November 2014,  

 July 2017,  

 September 2017 
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Cyber :  Business impact  

 Average data breach cost has risen to $3.92 

million 

 

$3.92 

million 

 
(IBM 2019 cost of 

data breach report) 
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Cyber :  the Most Devastating Cyberattack in History? 

 27 June 2017 NotPetya Malware strikes 

 Within 2 hours ALL Maersk computers and 

digital phones turned off 

 800 Maersk's seafaring vessels – tens of 

millions of tons of cargo – dead in the water 

 Unintended consequences of Russian Cyber 

War on Ukraine 

 Maersk IT basically built a new infrastructure 

from the ground up 

 Merck, TNT Express, Saint-Gobain, Mondelez, 

Reckitt Benckiser  

 

$10 billion 
worldwide 

damages (est) 
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Cyber :  Beware the insider  

 34% of breaches involved Internal actors 

> 1 in 3 

Source – 2019 Verizon Data Breach Investigations Report 
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Cyber :  Beware the insider  

 34% of breaches involved 

Internal actors 

  Air NZ - accidental by staff 

 112,000 customers – All their top flyers 

 9 days to notify customers 

 Access to internal documents via phishing attack 
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Cyber :  We are safe, only the banks are targets! 

 “Nothing of value at Government Agencies” 

 “Small Companies are immune” 

Source – 2019 Verizon Data Breach Investigations Report 
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Stats: 2019 Verizon Data Breach Investigations Report 
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Structure: Organisations usually work in silos 



Signal 18 

Wood or Trees: This often translates to not having a total view 
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1) Starts at the top  Convergence requires a leader 

2) Desire vs Implementation   Change can be hard 

3) Regulation drives innovation   A regulatory push can help 

4) Leverage data & technology   OSINT, integration, the Human factor 

5) Value individual skill sets   Specific skillsets Physical vs Cyber 

Customer survey: Takeaways 
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Takeaways: Collaboration is critical 

“We don’t talk to those 

guys, they are in a different 

state”  

Security leader – Major U.S 

Bank 
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Other examples:  Doxing 
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Other examples: Data for sale 
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Other examples: VIP location 
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Other examples: Potential threats 
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Other examples: Misinformation (Fake news) 

 Easy to propagate online 

 Can quickly become viral 

 Always someone that will believe – the Internet is truth 

 Examples post Christchurch shooting 

 “New Zealand banning all guns” 

 “New Zealand adopting Sharia Law” 

 “NZ gun owners are uniting to fight” 
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You can help: Importance of intelligence 

 Security is everyone's responsibility 

 Protect against the threats 

 Gain Cyber Threat Intelligence through commercial solutions and readily 

available online tools such as 

 Knowem.com, namechk.com 

 Osintframework.com 

 Textrazor.com 

 Maltego.com 

 Shodan.io 

 Tineye.com  

 Searchcode.com 
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Insights: Important ways to accelerate readiness 

 Get access to or use existing tools 

 Be part of collaborative industry groups – FSISAC (Financial Sector) 

 Work with company leadership to help highlight challenges 

 Offer to assist with internal policy refinement/updating 

 Discuss with colleagues – even those based in other states 

 



www.getsignal.info 
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