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Traffic Light Protocol (TLP)

» Red: Restricted to a defined group. Information labeled RED 
can not be shared with anyone outside of the group  

» Amber: May be shared need-to-know with own staff and 
vendors to mitigate risks. Confidentiality must be contractually 
assured.

» Green: May be shared with peer organisations and with 
partners (e.g., vendors, MSSPs, customers). Information in 
this category can not be shared in public forums

» White: May be shared freely and is subject to standard 
copyright rules

Traffic Light Protocol (TLP)

Presenter
Presentation Notes
Originated in the UK – possibly the SOCA team in mid 80’s
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Context
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What is an ISAC?

• Information Sharing and Analysis Center
• Created by the Clinton Administration in 1998
• Trusted entities established by Critical Infrastructure 

Key Resource (CI/KR) owners and operators 
• Provides comprehensive sector analysis, aggregation 

& anonymisation
• All-hazards approach
• Resilience is emphasised through combining 

cybersecurity and business resilience
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• Automotive (Auto-ISAC)
• Aviation (A-ISAC)
• Defense Industrial Base (DIB-ISAC)
• Emergency Services (EMR-ISAC)
• Electricity (E-ISAC)
• Financial Services (FS-ISAC)
• Information Technology (IT-ISAC)
• Maritime Security ISAC
• Multi-State ISAC (MS-ISAC)
• Communications ISAC (NCC)
• National Health (NH-ISAC)
• National Defense ISAC
• Nuclear (NEI)
• Oil and Gas (ONG-ISAC)

• Energy Analytic Security Exchange (EASE)
• Public Transit (PT-ISAC)
• Real Estate (RE-ISAC)
• Research & Education (REN-ISAC)
• Retail & Hospitality ISAC (RH-ISAC)
• Supply Chain (SC-ISAC)
• Surface Transportation (ST-ISAC)
• Water ISAC (Water-ISAC)

ISAC Organisations
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• 22 ISAC organisations exist
• Several coexist as ISAO 
• Now beyond CII footprint

https://www.automotiveisac.com/
https://www.a-isac.com/
http://www.dibisac.net/
https://www.usfa.fema.gov/operations/ops_cip_emr-isac.html
https://www.eisac.com/
https://en.wikipedia.org/wiki/Financial_Services_Information_Sharing_and_Analysis_Center
https://en.wikipedia.org/w/index.php?title=Information_Technology_(IT-ISAC)&action=edit&redlink=1
http://www.maritimesecurity.org/
https://en.wikipedia.org/wiki/Center_for_Internet_Security
https://en.wikipedia.org/w/index.php?title=NH-ISAC&action=edit&redlink=1
https://ndisac.org/
https://www.nei.org/home
http://ongisac.org/
https://www.grfederation.org/Members-EASE
http://www.surfacetransportationisac.org/
https://www.reisac.org/
https://www.ren-isac.net/
https://rhisac.org/
http://grcsphere.pwcstores.com/blog/supply-chain-isac
http://www.surfacetransportationisac.org/
https://www.waterisac.org/
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FS-ISAC Mission

FS-ISAC’s mission is to improve the security and resilience of the 
global financial services sector, including the public’s financial 
life. FS-ISAC empowers voluntary sharing, intelligence, crisis 
response, exercises and best practices with focused subsidiaries 
that develop standards and conduct deeper analysis and other 
forms of collaboration.

• Non profit founded in 1999
• 7,000 members headquartered in 50 countries
• Member driven organisation
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FS-ISAC - by the numbers

» About 7,000 financial 
institutions 

» 5,000+ Commercial 
Banks 

» All Major Credit Card 
Companies

» 120+ Registered Broker 
Dealers

» 100+ Asset Managers

» 130+ Insurance 
Companies

» 42 Bank Associations

» 75 Alternative Investors
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Private Public Partnerships

Government Law 
Enforcement

Financial 
Sector Cross Sector

FS-
ISAC

• Goals:
• Provide connectivity to public sector for 

enrichment of data for the membership 
and possible national defense

• Provide a channel for public-to-private 
sector-wide messaging

• Core Principals:
• Sharing with Public Sector Partners 

only occurs with permission of 
member.

• Member elects either anonymous or 
attributed sharing
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Intelligence
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Threat Intelligence & Analysis

Destructive MalwareCredential Stealing

Disasters

DDoS AttacksAdvanced Persistent 
Threats

Malware & 
Ransomware

Financial Fraud

Physical SecurityPhishing Attacks Zero Day Attacks

Nation State Attacks

• Web & Application
• Vulnerabilities
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Levels of Intelligence Analysis

Tactical

• Analysis on IOCs
• TTPs analysis

Operational

• Campaign analysis
• Actor/group analysis

Strategic

• Horizon Planning
• Systemic risk analysis

• Integrated teams vertically 
and horizontally across the 
globe
‒ Integration allows the 

building of intelligence 
without duplication

‒ Production addresses 
needs of multiple tiers of 
membership

• Full-spectrum analysis 
(cyber, fraud, physical) for 
full resilience topics
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Priority Collection Requirements

• Threat Actors: What are the key and emerging threat actors 
targeting the financial sector?

Threat 
Actors

Capability 
level?

Motivation?

Intent?

Collaboration 
with nation 

states? Recruiting 
insiders?

Targeting 3rd

parties?

Attack 
profile?
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Types of Cyberthreat Intelligence

Network defence on 
mail gateways, proxy 

servers, NIDS

Tactical

MD5 
hashes, IP 
addresses, 
malicious 
domains

How & 
What

Operational

Ongoing 
Campaigns, 

TTPs

When, 
Where & 

How

Risk Registry, 
Strategic planning

Strategic

Intent, goals, 
strategy, 
political & 
economic 

factors

Who & 
Why

hours/day
s

Analysts, 
CERT & SOC

Tune Controls, Risk 
Matrix, Vulnerability 

Management

Risk & 
Vulnerability 
Management

weeks/
months

Senior 
Stakeholders

months/years
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Why FS-ISAC Intelligence?

• The information overload problem
• A common problem is that users can’t consume the flood of emails, 

alerts and other data coming to them
• Consolidation is not the only thing that was wanted; members asked for 

analysis

• The lack of global sector understanding
• Platform exchange of technical data only told part of the story and not in 

an authoritative manner
• Different countries, different sub-sectors, different sizes of members 

mean that there’s a huge scope of stakeholder needs 



FS-ISAC Public Presentation |  15TLP

Attribution
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Attribution

• Timely Collaboration, Information Sharing, and Documentation. 
• Attribution efforts benefit from combining the expertise of regional, 

political, and cybersecurity analysts and the collaboration of network 
defenders, law enforcement, private cybersecurity firms, and victims

• Rigorous Analytic Tradecraft  
• Analysts may start with a set of plausible actors in mind, based on 

the nature of the cyber incident, the targets, and the context but 
must be careful to avoid cognitive bias.  

• Looking for Human Error 
• Almost all cyber attribution successes have resulted from discovery and 

exploitation of the attackers’ operational security errors 

Office of the Director 
of National Intelligence

Presenter
Presentation Notes
US ODNI Sep 2018 Report (A Guide to Cyber Attribution)
(Office of the Director of National Intelligence)

Looking for Human Error. Almost all cyber attribution successes have resulted from discovery and exploitation of the attackers’ operational security errors. Cyber intruders have often made mistakes related to tradecraft and the use of cyber infrastructure. Our adversaries have sought to minimize these errors with varying degrees of success. 

Timely Collaboration, Information Sharing, and Documentation. Attribution efforts benefit from combining the expertise of regional, political, and cybersecurity analysts and the collaboration of network defenders, law enforcement, private cybersecurity firms, and victims. Acquisition, documentation, and recovery of data within twenty-four hours of a cyber incident also is critical because data-deletion cyber attacks can erase the log data necessary for forensics, advance malware dissipates in computer memory, and adversaries may abandon cyber infrastructure within hours of its discovery.

Rigorous Analytic Tradecraft. Analysts may start with a set of plausible actors in mind, based on the nature of the cyber incident, the targets, and the context but must be careful to avoid cognitive bias. 
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Connecting Trusted Communities

FSISAC

Trade 
Association

Payments 
Council

Payment 
Provider

Government 
Cyber Center

National 
CERT

Financial 
CERT

Fraud 
Association

Treasury 
Group

• Integration not 
competition
– Plug into the existing 

network in country
– Be the link if needed 

between sub-sectors
• FS-ISAC’s network 

across the world links 
members together

TLP
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Trust
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Circles of Trust

ASC
ATIC

BRC

CHEF

CBC

CIC

CAC

CUC

CYBER 
INTEL

EBRCESCETIC

IRC

MRT

MRC

PPISC

PRC

RIC

SIRG
TIC

» APAC Strategy Committee (ASC)
» APAC Threat Intelligence Committee (ATIC)
» Business Resiliency Committee (BRC)
» Clearing House and Exchange Forum (CHEF)
» Community Bank Council (CBC)
» Community Institution Council (CIC)
» Compliance and Audit Council (CAC)
» Credit Union Council (CUC)
» Cyber Intelligence Mail List
» EMEA Business Resilience Committee (EBRC)
» EMEA Strategy Committee (ESC)
» European Threat Intelligence Committee

Committee (ETIC)
» Insurance Risk Council (IRC)
» Media Response Team (MRT)
» Mortgage Risk Council (MRC)
» Payment Processor Information Sharing Council 

(PPISC)
» Payments Risk Council (PRC)
» Retirement Industry Council (RIC)
» Securities Industry Risk Group (SIRG)
» Threat Intelligence Committee (TIC)

Presenter
Presentation Notes
Over 20 CoI
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Source Assessment

• Reliability and Trust

The Admiralty Scale

A Completely reliable
B Usually reliable
C Fairly reliable
D Not usually reliable
E Unreliable
F Reliability cannot be judged

1 Confirmed by other sources
2 Probably True
3 Possibly True
4 Doubtful
5 Improbable
6 Truth cannot be judged

Reliability Credibility

B
Usually reliable

3
Possibly True = B3

Presenter
Presentation Notes
Attributed to the UK following WW II
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Source Assessment

• Reliability and Trust

5 x 5 x 5

Presenter
Presentation Notes
Courtesy the UK Metropolitan Police (MET)
Part of the National Intelligence Model
Website link
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Dissemination
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Summary

• It is still all about HUMINT
• Do not fear big data
• Be aware of and manage bias
• PPP models work - it takes two to tango
• Collaboration & sharing engender trust
• Intelligence is a product – KISS
• Don’t brief what you don’t believe – stay curious
• Cybersecurity is now an industry pillar reflecting the only real 

horizontal across all industry verticals.

Presenter
Presentation Notes
The Big 8
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Thank You.

• Scott Ainslie
• sainslie@fsisac.com
• +61 421.141.545

Questions?

mailto:sainslie@fsisac.com
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